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Handson Technology 

User Guide 

RC522 RFID Development Kit  
 

This RC522 RFID Development kit is based on NXP's a highly integrated reader/writer IC MFRC522 for 

contactless communication at 13.56 MHz. The MFRC522 reader supports ISO/IEC 14443 A/MIFARE and 

NTAG. The MFRC522’s internal transmitter is able to drive a reader/ writer antenna designed to 

communicate with ISO/IEC 14443A cards and transponders without additional active circuitry. The receiver 

module provides a robust and efficient implementation for demodulating and decoding signals from 

ISO/IEC 14443A compatible cards and transponders. 

 

 

 
 
 
 

 

 

SKU: MDU1040 

 

Brief  Data: 

 

 Operating Voltage: 2.5V~3.3V. 

 Operating/Standby current: 13~26mA/10~13mA. 

 Operating Frequency: 13.56MHz. 

 Supports ISO/IEC 14443A higher transfer speed communication up to 848 KBd. 

 SPI bus speed up to 10Mbit/s. 

 I2C-bus interface up to 400 kBd in Fast mode, up to 3400 kBd in High-speed mode. 

 RS232 Serial UART up to 1228.8 kBd, with voltage levels dependant on pin voltage 

supply. 

 Compatible with MIFARE and ISO 14443A cards. 

 Typical operating distance in Read/Write mode up to 50 mm depending on the antenna 

size and tuning. 

http://handsontec.com/index.php/product/rc522-rfid-reader-module/
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Interface Pins Function: 

 

 

Mechanical Dimension: 

 

 

 

P.S: This module does not support RFID cards which operate at 125KHz frequency range. It supports 

only the cards which operate at 13.56MHz frequency range. 
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Application Example with Arduino: 

Library download:   

Here’s the library you need for this project: 

1. Download the RFID library here created by miguelbalboa 
2. Unzip the RFID library 
3. Install the RFID library in your Arduino IDE 
4. Restart your Arduino IDE 

Arduino Circuit Connection: 

 

RC522 Pin Wiring to Arduino Un 

SDA Digital 10 

SCK Digital 13 

MOSI Digital 11 

MISO Digital 12 

IRQ unconnected 

GND  GND 

RST Digital 9 

3.3V Supply 3.3V 

Pin Wiring 

Reading Data from a RFID Tag: 

After having the circuit ready, go to File > Examples > MFRC522 > DumpInfo and upload the code. This 

code will be available in your Arduino IDE (after installing the RFID library). 

Then, open the serial monitor with 9600 baud. You should see something like the figure below:  

https://github.com/miguelbalboa/rfid/archive/master.zip
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Put the RFID card or the keychain to the reader. Let the reader and the tag closer until all the information is 

displayed. 

 

This is the information that you can read from the card, including the card UID that is highlighted in red. 

The information is stored in the memory that is divided into segments and blocks as you can see in the 

previous picture. 
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You have 1024 bytes of data storage divided into 16 sectors and each sector is protected by two different 

keys, A and B. 

Write down your UID card because you’ll need it later. In this case, Card UID: B0 AC 7E 7A. 

Upload the following code to the Arduino Board: 

========================================================================= 

/* 

 *  

 * All the resources for this project: 

 * Modified by Handson Technology 

 * www.handsontec.com 

 * Created by Handsontec Tech team 

 *  

 */ 

  

#include <SPI.h> 

#include <MFRC522.h> 

  

#define SS_PIN 10 

#define RST_PIN 9 

 
MFRC522 mfrc522(SS_PIN, RST_PIN); // Create MFRC522 instance. 

  

void setup()  

{ 

  Serial.begin(9600);    // Initiate a serial communication 

  SPI.begin();       // Initiate  SPI bus 

  mfrc522.PCD_Init();    // Initiate MFRC522 

  Serial.println("Put close your card to the reader..."); 

  Serial.println(); 

 

} 

 
void loop()  

{ 

  // Look for new cards 

  if ( ! mfrc522.PICC_IsNewCardPresent())  

  { 

    return; 

  } 

  // Select one of the cards 

  if ( ! mfrc522.PICC_ReadCardSerial())  

  { 

    return; 

  } 

 

  //Show UID on serial monitor 

  Serial.print("UID tag :"); 

  String content= ""; 

  byte letter; 

  for (byte i = 0; i < mfrc522.uid.size; i++)  

  { 

     Serial.print(mfrc522.uid.uidByte[i] < 0x10 ? " 0" : " "); 

     Serial.print(mfrc522.uid.uidByte[i], HEX); 

     content.concat(String(mfrc522.uid.uidByte[i] < 0x10 ? " 0" : " ")); 

     content.concat(String(mfrc522.uid.uidByte[i], HEX)); 

  } 

 

  Serial.println(); 

  Serial.print("Message : "); 

  content.toUpperCase(); 
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  if (content.substring(1) == "B0 AC 7E 7A") //change here the UID of the card/cards that you want to give access 

  { 
    Serial.println("Authorized access"); 

    Serial.println(); 

    delay(3000); 

  } 

  

 else   { 
    Serial.println(" Access denied"); 

    delay(3000); 

  } 

}  

 

=========================================================================== 

In the piece of code above you need to change the if (content.substring(1) == “REPLACE WITH YOUR 

UID”) and type the UID card you’ve written previously. 

Demonstration: 

Now, upload the code to your Arduino and open the serial monitor. You will see the screen as below: 

 

Put the card you’ve chosen to give access (in this case with UID: B0 AC 7E 7A) near to the reader module 

and you’ll see:  
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Now if you put close another tag with another UID, the denial message will show up: 

 

 

This completed our initial testing & setup for RC522 RFID reader module, hope you found this tutorial 

useful. 

 

This RFID Development Package include: 

 1x RFID RC522 Reader Module 

 1x Credit card size RFID Card (M1 S50 IC Card) 

 1x RFID Keyring (M1 S50 Key tag) 

 1x 8-pin strait header connector 

 1x 8-pin right angle header connector 

 

Web Resources: 

 MDU1040 RC522 

 Course Using the MF522 RFID Reader with the Arduino. 

 MF1 S50 ISO/IEC14443A Contactless RFID Card 

 MF1 S50 ISO/IEC14443A Contactless RFID Key Chain 

  

http://handsontec.com/index.php/product/rc522-rfid-reader-module/
http://makecourse.weebly.com/week10segment1.html
http://handsontec.com/index.php/product/mf1-s50-isoiec14443a-contactless-rfid-card/
http://handsontec.com/index.php/product/mf1-s50-isoiec14443a-contactless-rfid-key-chain/
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Project: Arduino Time Attendance System with MFRC522 RFID 

In this project we are going to build a time attendance system with MFRC522 RFID Reader Modules using 

Arduino board. When you swipe an RFID tag next to the RFID reader, it saves the user UID and time in an 

SD card. It also shows if you are late or in time accordingly to a preset hour and minute. 

Before getting started, it’s important to layout the project main features: 

 It contains an RFID reader that reads RFID tags 

 has a real time clock  RTC module to keep track of time 

 Saves the current time and the UID of the tag/card in an SD card 

 You can set a check-in time to compare if you are in time or late 

 If you are on time, a green LED lights up, if you are late, a red LED lights up 

 The system also has a buzzer that beeps when a tag is read. 

 

Here’s a list of the required main modules for this project: 

 Arduino UNO 

 MFRC522 RFID Reader + Smart-Card/Tag 

 SD Card Reader Module 

 Micro SD card 

 DS3231 RTC Module 

 Mini Buzzer 

 LEDs (1x red + 1x green) 

 Breadboard 

 Jumper wires 

 

MFRC522 RFID Reader 

RFID means Radio-Frequency-IDentification. RFID uses electromagnetic fields to transfer data over short 

distances and it’s useful to identify people, to make transactions, etc. 

An RFID system needs tags/card and a reader module working in pair: 

 Tags are attached to the object to be identified, in this example we have a keychain and an 

electromagnetic card. Some stores also use RFID tags in their products’ labels to identify them. Each 

tag has its own unique identification (UID). 

 Reader is a two-way radio transmitter-receiver that sends a signal to the tag and reads its response. 

The MFRC522 RFID reader works at 3.3V and it can use SPI or I2C communication. The library we’re 

going to use to control the RFID reader only supports SPI, so that’s the communication protocol we’re going 

to use. 

Installing the MFRC522 library 

This project uses the MFRC522.h library to control the RFID reader. This library doesn’t come installed in 

Arduino IDE by default, so you need to install it. Go to the previous section for download and installation 

detail if you have not done so. 

 

https://handsontec.com/index.php/product/arduino-uno/
https://handsontec.com/index.php/product/rc522-rfid-reader-module/
https://handsontec.com/index.php/product/mf1-s50-isoiec14443a-contactless-rfid-card/
https://handsontec.com/index.php/product/mf1-s50-isoiec14443a-contactless-rfid-key-chain/
https://handsontec.com/index.php/product/microsd-card-breakout-board/
https://handsontec.com/index.php/product/ds3231high-precision-rtc-module/
https://handsontec.com/index.php/product/miniature-ac-magnetic-buzzer/
https://handsontec.com/index.php/product/5mm-round-led-water-clear-lens-red/
https://handsontec.com/index.php/product/mb102-830-full-sized-solderless-bread-board/
https://handsontec.com/index.php/product/40pin-fm-jumper-wire-20cm/
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µSD Card Reader Module 

When a tag is read, its UID and time are saved on µSD card so that you can keep track of check-in. There 

are different ways to use an SD card with the Arduino. In this project we’re using the SD card reader module 

shown in figure below – it works with micro SD card.  

 

There are different models from different suppliers, but they all work in a similar way, using the SPI 

communication protocol. To communicate with the SD card we’re going to use a library called SD.h, that 

comes already installed in Arduino IDE by default. 

The following table shows the SD card module pin-out connect to Arduino Pin: 

 

 

RTC (Real Time Clock) Module: 

To keep track of time, we’re using the DS3231 RTC module which much more accurate than the DS1307. 

The figure below shows the DS3231 model. 

 

 

https://handsontec.com/index.php/product/microsd-card-breakout-board/
https://handsontec.com/index.php/product/ds3231high-precision-rtc-module/
https://handsontec.com/index.php/product/microsd-card-breakout-board/
https://handsontec.com/index.php/product/ds3231high-precision-rtc-module/
https://handsontec.com/index.php/product/microsd-card-breakout-board/
https://handsontec.com/index.php/product/ds3231high-precision-rtc-module/
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The module has a backup battery installed. This allows the module to retain the time, even when it’s not 

being powered up. This module uses I2C communication and we’ll use the RTCLib.h library to read the 

time from the RTC. 

The following table shows the RTC module pin-out connect to Arduino board: 

 

Schematics: 

The circuit for this project is shown in the diagram below. 

 

In this circuit there are 3.3V and 5V devices, make sure you wire them correctly. Also, if you’re using 

different modules, check the recommend voltage before powering up the circuit. Wire one module at a time 

and follow the pin-out tables if needed. 
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Arduino Sketch: 

Upload the following code to your Arduino board. Make sure you have the right Board and COM Port 

selected. 

/*========================================================================== 

//  Author      : Handson Technology 

//  Project     : Arduino  

//  Description : RFID Time Attendance System with Arduino 

//  RFID Module : MFRC522 Development Kit.  

//              : https://handsontec.com/index.php/product/rc522-rfid-reader-module/ 

//  Source-Code : RC522_Time_Attendance.ino 

//========================================================================== 

*/ 

 

#include <MFRC522.h> // for the RFID 

#include <SPI.h> // for the RFID and SD card module 

#include <SD.h> // for the SD card 

#include <RTClib.h> // for the RTC 

 

// define pins for RFID 

#define CS_RFID 10 

#define RST_RFID 9 

// define select pin for SD card module 

#define CS_SD 4  

 

// Create a file to store the data 

File myFile; 

 

// Instance of the class for RFID 

MFRC522 rfid(CS_RFID, RST_RFID);  

 

// Variable to hold the tag's UID 

String uidString; 

 

// Instance of the class for RTC 

RTC_DS1307 rtc; 

 

// Define check in time 

const int checkInHour = 9; 

const int checkInMinute = 5; 

 

//Variable to hold user check in 

int userCheckInHour; 

int userCheckInMinute; 

 

// Pins for LEDs and buzzer 

const int redLED = 6; 

const int greenLED = 7; 

const int buzzer = 5; 

 

void setup() { 

   

  // Set LEDs and buzzer as outputs 

  pinMode(redLED, OUTPUT);   

  pinMode(greenLED, OUTPUT); 

  pinMode(buzzer, OUTPUT); 

   

  // Init Serial port 

  Serial.begin(9600); 

  while(!Serial); // for Leonardo/Micro/Zero 

   

  // Init SPI bus 

  SPI.begin();  

  // Init MFRC522  
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  rfid.PCD_Init();  

 

  // Setup for the SD card 

  Serial.print("Initializing SD card..."); 

  if(!SD.begin(CS_SD)) { 

    Serial.println("initialization failed!"); 

    return; 

  } 

  Serial.println("initialization done."); 

 

  // Setup for the RTC   

  if(!rtc.begin()) { 

    Serial.println("Couldn't find RTC"); 

    while(1); 

  } 

  else { 

    // following line sets the RTC to the date & time this sketch was compiled 

    rtc.adjust(DateTime(F(__DATE__), F(__TIME__))); 

  } 

  if(!rtc.isrunning()) { 

    Serial.println("RTC is NOT running!"); 

  } 

} 

 

void loop() { 

  //look for new cards 

  if(rfid.PICC_IsNewCardPresent()) { 

    readRFID(); 

    logCard(); 

    verifyCheckIn(); 

  } 

  delay(10); 

} 

 

void readRFID() { 

  rfid.PICC_ReadCardSerial(); 

  Serial.print("Tag UID: "); 

  uidString = String(rfid.uid.uidByte[0]) + " " + String(rfid.uid.uidByte[1]) + " " +  

    String(rfid.uid.uidByte[2]) + " " + String(rfid.uid.uidByte[3]); 

  Serial.println(uidString); 

  

  // Sound the buzzer when a card is read 

  tone(buzzer, 2000);  

  delay(100);         

  noTone(buzzer); 

   

  delay(100); 

} 

 

void logCard() { 

  // Enables SD card chip select pin 

  digitalWrite(CS_SD,LOW); 

   

  // Open file 

  myFile=SD.open("DATA.txt", FILE_WRITE); 

 

  // If the file opened ok, write to it 

  if (myFile) { 

    Serial.println("File opened ok"); 

    myFile.print(uidString); 

    myFile.print(", ");    

     

    // Save time on SD card 

    DateTime now = rtc.now(); 

    myFile.print(now.year(), DEC); 
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    myFile.print('/'); 

    myFile.print(now.month(), DEC); 

    myFile.print('/'); 

    myFile.print(now.day(), DEC); 

    myFile.print(','); 

    myFile.print(now.hour(), DEC); 

    myFile.print(':'); 

    myFile.println(now.minute(), DEC); 

     

    // Print time on Serial monitor 

    Serial.print(now.year(), DEC); 

    Serial.print('/'); 

    Serial.print(now.month(), DEC); 

    Serial.print('/'); 

    Serial.print(now.day(), DEC); 

    Serial.print(' '); 

    Serial.print(now.hour(), DEC); 

    Serial.print(':'); 

    Serial.println(now.minute(), DEC); 

    Serial.println("sucessfully written on SD card"); 

    myFile.close(); 

 

    // Save check in time; 

    userCheckInHour = now.hour(); 

    userCheckInMinute = now.minute(); 

  } 

  else { 

    Serial.println("error opening data.txt");   

  } 

  // Disables SD card chip select pin   

  digitalWrite(CS_SD,HIGH); 

} 

 

void verifyCheckIn(){ 

  if((userCheckInHour < checkInHour)||((userCheckInHour==checkInHour) && 

(userCheckInMinute <= checkInMinute))){ 

    digitalWrite(greenLED, HIGH); 

    delay(2000); 

    digitalWrite(greenLED,LOW); 

    Serial.println("You're welcome!"); 

  } 

  else{ 

    digitalWrite(redLED, HIGH); 

    delay(2000); 

    digitalWrite(redLED,LOW); 

    Serial.println("You are late..."); 

  } 

} 

 

The code checks if an RFID tag was swiped. If yes, it will read the RFID UID, log the UID and the time into 

the SD card, and then it will give feedback to the user by lighting up one of the LEDs. To check the data 

saved on the SD card, remove it from the SD card module and insert it on your computer. Open the SD card 

folder and you should have a file called DATA.txt. 

Open the file using a text editor. You’ll have something as follows: 
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Notice that each value is separated by commas. This makes it easier if you want to import this data to Excel, 

Google Sheets, or other data processing software. 

In this project you’ve learned how to use an RFID card reader and the SD card module with Arduino. You 

can modify this project to your own needs or you can use the functions created here in other projects that 

require data logging or reading RFID tags. You can take this project further and add a display to give extra 

feedback to the user. You can associate a name with each UID and display the user name when the tag is 

read.  
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Handsontec.com 

 

HandsOn Technology provides a multimedia and interactive platform for 

everyone interested in electronics. From beginner to diehard, from student 

to lecturer. Information, education, inspiration and entertainment. Analog 

and digital, practical and theoretical; software and hardware.  

 

 

 

HandsOn Technology support Open Source Hardware (OSHW) 
Development Platform. 
 

 

 

 

 

 

 

Learn : Design : Share 
 

 

www.handsontec.com 
 

 

 

 

 

  

http://www.handsontec.com/
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The Face behind our product quality… 

In a world of constant change and continuous technological development, a new or replacement 

product is never far away – and they all need to be tested. 

Many vendors simply import and sell wihtout checks and this cannot be the ultimate interests of 

anyone, particularly the customer. Every part sell on Handsotec is fully tested. So when buying from 

Handsontec products range, you can be confident you’re getting outstanding quality and value. 

 

We keep adding the new parts so that you can get rolling on your next project. 

 
Breakout Boards & Modules 

 
Connectors Electro-Mechanical Parts 

 
Engineering Material 

 
Mechanical Hardware 

 

P 

Electronics Components 

Power Supply Arduino Board & Shield 
 

Tools & Accessory 

 

 

http://handsontec.com/index.php/product-category/breakout-boards/
http://handsontec.com/index.php/product-category/connectors/
http://handsontec.com/index.php/product-category/electro-mechanical/
http://handsontec.com/index.php/product-category/engineering-material/
http://handsontec.com/index.php/product-category/mechanical-parts/
http://handsontec.com/index.php/product-category/electronics-parts/
http://handsontec.com/index.php/product-category/power-supply/
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